UNITED STATES DISTRICT COURT
MIDDLE DISTRICT OF TENNESSEE
NASHVILLE DIVISION

UNITED STATES OF AMERICA )
)
V. ) No. 3:05-00185
) Judge Trauger
TIMOTHY RYAN RICHARDS ) EVIDENTIARY HEARING REQUESTED

MEMORANDUM OF LAW IN SUPPORT OF DEFENDANT RICHARDS’
MOTION TO SUPPRESS THE FRUITS OF SEIZURES AND
SUBSEQUENT SEARCHES OF COMPUTER SERVERS

Defendant Richards, by and through his undersigned counsel, respectfully submits this
Memorandum of Law in support of his Motion to Suppress the Fruits of the Seizures and Subsequent
Searches of Computer Servers housed by BlackSun and Hurricane Electric on September 12, 2005
pursuant to Rule 12(b)(3) of the Federal Rules of Criminal Procedure.

Factual Background

On September 12, 2005, the government applied for two (2) computer server based Search
Warrants described as follows: (1) In the Matter of the Search of BlackSun, 66.54.91.171, Server
#4, Cabinet #200.02, 1200 West 7" Street, Los Angeles, California (Exhibit A); and, (2) In the
Matter of the Search of NEOVA.net, IP 64.71.165.114, Customer # CE-0470, Cabinet #341,
Hurricane Electric, 760 Mission Court, Freemont, California (Exhibit B). Both Search Warrants
were authorized by Magistrate Judge Michael F. Urbanski of the United States District Court for the
Western District of Virginia and were supported by the Affidavits of FBI SA Monique Winkis. See,

Exhibits A & B. The BlackSun Search Warrant was executed in the Central District of California
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(Exhibit A), and the Hurricane Electric Warrant was executed in the Northern District of California
(Exhibit B). The substantive portions of the supporting Affidavits are virtually identical, and thus,
for purposes of this Motion, are analyzed jointly.

SA Winkis begins the Affidavits with a brief overview of her qualifications and experience
as an FBI agent, as well as a summary of the purpose of requesting each Search Warrant. See,
Exhibits A & B, ] 1-6. Each Affidavit asks to search the premises referenced in its respective
Attachment A (either BlackSun or Hurricane Electric),

for the contents of the websites known as justinfriends.com [sic]
and/or justinfriends.net [sic] and stored wire and electronic
communications and transactional records that may be evidence of
violations of Title 18, United States Code, Sections 2251, 2252, and
2252A, including the advertising, possession, transportation, and
distribution of child pornography, there being probable cause to
believe that the items described in Attachment B, being evidence,
fruits, and instrumentalities of violations of Title 18, United States
Code, Sections 2251, 2252, and 2252A, are located there . . . .

See, Exhibits A, [ 4 (emphasis in original). The language in the Hurricane Electric Search Warrant
is identical to that set forth above except that it targeted the “NEOVA.NET” website (rather than
justinsfriends.com or justinsfriends.net). See, Exhibits B, || 4 (emphasis in original).

Thereafter, in boilerplate fashion, the Affidavits mechanically explore: (1) the language of
the internet and technical terms pertaining to computers (Exhibits A & B, ] 7-8); (2) the

intertwining of “computers and child pornography” (Exhibit A, ] 9-10; Exhibit B, [ 9-11)"; (3)

99 << 99 << 99 <¢

“applicable definitions” of the terms “child pornography,” “visual depiction,” “minor,” “sexually

" The text of the BlackSun Affidavit (Exhibit A) and the Hurricane Electric Affidavit
(Exhibit B) are virtually identical; however, the numbering of both Affidavits repeat and/or skip
paragraph numbers throughout their entirety - further evidencing that these Affidavits are largely
boilerplate forms.

Case 3:05-cr-00185 Document 81  Filed 05/19/2006 Page 2 of 23



explicit conduct,” and “child erotica” (Exhibit A, ] 10-14; Exhibit B, ] 12-16); and, (4) a
summary of the federal child pornography statutes (Exhibit A, ] 15-19; Exhibit B, ] 17-21).
A. Assertion of Probable Cause:

It is not until the section titled, “The Investigation,” that the Affidavits begin to explore any
substantive assertions of probable cause. See, Exhibit A, ] 20-47; Exhibit B, ] 22-48. The
Affidavits detail the FBI's investigation into the immunized, self-reported activities of Justin Berry.
The Affidavits speak historically of Berry’s developing interest in the internet and his generating
income from his own pornographic websites (specifically justinsfriends.com and mexicofriends.com)
while he was still a minor. The Affidavits report that Berry was assisted by Gregory Mitchel, who
had a sexual relationship with Berry while Berry was a minor. According to the Affidavits, Mitchel
produced child pornography videos in his own home featuring Berry (after turning 18) and a boy
named “Taylor” (who was 14 years of age at the time). The Affidavits further claim that those
videos were later “uploaded” onto the justinsfriends.com website and could be previewed from the
site. In the course of interacting with law enforcement, Berry identified the aforementioned
pornographic video produced by Mitchel and described Mitchel’s computers and bank account
information. See, Exhibit A, ] 20-28; Exhibit B, ] 22-30.

The Affidavits claim that law enforcement confirmed Mitchel’s receipt of proceeds from a
payment processor, NEOVA.NET, for Berry’s websites.” See, Exhibit A, | 29; Exhibit B, ] 31.
According to Berry’s representations, he abandoned the child pornography industry (including his

association with justinsfriends.com) “in or about June or July 2005,” which apparently infuriated

* Interestingly, in subsequent Affidavits, the government asserted that the payment
processor was actually WEBCO.NET. See, Exhibits C & D.
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Mitchel. See, Exhibit A, ] 30-31; Exhibit B, || 31-32. The Affidavits assert that, at the time of
drafting, Mitchel “control[ed] the content of the justinsfriends website as well as receive[d] the
profits from the site.” See, Exhibit A, ] 32; Exhibit B, | 33.

The Affidavits further report that using an undercover agent, law enforcement logged onto
and ultimately became a member/subscriber to justinsfriends.com (which redirected the agent to
justinsfriends.net). The Affidavits detail the steps taken by the undercover agent to become a
member of the website, including the monthly fee and the billing service through “NEOVA.NET.”
The Affidavits described both the clothed and pornographic images viewed by the undercover agent
on the justinsfriends website. Many of the pornographic images described in the Affidavits depicted
Justin Berry when he was a minor. See, Exhibit A, ] 33-45; Exhibit B, ][] 34-46.

The next two (2) paragraphs of the Affidavits differ in that they report the steps taken by the
Affiant to trace the justinsfriends.com and NEOVA.NET websites to their respective servers. The
Internet Service Provider who owned the server and leased server space for justinsfriends.com and/or
justinsfriends.net was identified as BlackSun. See, Exhibit A, J 46. A representative of BlackSun
reported that the justinsfriends.com and/or justinsfriends.net websites were located on a single server
and specifically described its location within the 2000 server BlackSun facility. See, Exhibit A, ]
47.

On the other hand, the Internet Service Provider who owned the server and leased server
space for NEOVA.NET (the payment processor for the justinsfriends.net website) was identified as
Hurricane Electric. See, Exhibit B, J 47. A representative of Hurricane Electric reported that the
NEOVA.NET website was owned and maintained by Aaron Brown and that Hurricane Electric

leased only physical space and bandwidth to NEOVA.NET for its servers. See, Exhibit B, ] 48.
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In sections designated either “BlackSun” (Exhibit A) or “Hurricane Electric” (Exhibit B),
the Affidavits describe the types of internet hosting services provided by BlackSun and Hurricane
Electric according to their respective website advertisements. See, Exhibit A, [ 48; Exhibit B,
49. The aforementioned information is the alleged probable cause for issuing these Search Warrants.
B. Legal Authorization:

The Affidavits include boilerplate recitations of the statutes upon which the government
relies for issuance of these Search Warrants. See, Exhibit A, ] 49-52; Exhibit B, ] 51-52.
Specifically, the government relies upon 18 U.S.C. §§ 2701-11, entitled “stored wire and electronic
communications and transactional records access.” These statutes reference and defer in part to the
Federal Rules of Criminal Procedure, although the Affidavits clearly do not comply with the
jurisdictional provisions of the Federal Rules of Criminal Procedure 41(b)(titled, “Search and
Seizure”). Rather, in this case, having nothing to do with terrorism, the government relies upon a
sweeping interpretation of the USA PATRIOT Act of 2000 for its authority to search for electronic
evidence. See, Exhibit A, | 49-52; Exhibit B, ] 51-52.

C. Overbroad Search Procedure:

The Affidavits state that James M. Fottrell, who is reported to have “specialized training in
computer hardware and computer forensic analysis,” believed that the computer servers and/or hard
drives should be “imaged” and searched off-site. See, Exhibits A & B, ] 53-56. The Affidavits
are silent as to Fottrell’s qualifications to render such an expert opinion. However, according to the
Affidavits, Fottrell opines and concludes that the entire IP address should be searched as well as

domain names “neova.net, justinsfriends.com and justinsfriends.net.” See, Exhibits A & B, { 53-

56. The Affidavits fail to mention that every business leasing space on a shared server also shares
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the same IP address. Thus, the suggestion that the entire IP address be searched is tantamount to
suggesting that an entire apartment complex be searched based upon the alleged criminal activity
occurring in a single apartment. Such a procedure is clearly beyond the scope of the probable cause
articulated in the Affidavits, and is based upon the wholesale conclusions of an off-site expert
without explaining the qualifications or foundation for giving such an opinion.’
D. Proposed and Actual Scope of the Search:
Attachment B to the Affidavits (titled “Items to be Seized”) details the proposed scope of

each Warrant. Exhibits A & B. The first numbered request in Attachment B seeks:

All content of the justinsfriends.com and/or justinsfriends.net

servers at [BlackSun or Hurricane Electric], including any computer

files that were or may have been used as a means to advertise,

transport, distribute or possess child pornography, in violation of 18

U.S.C. §§ 2251, 2252, and 2252A as well as any child pornography

images.
Exhibits A & B, Attachment B (emphasis in original). The aforementioned request to search the
“servers” was so vague that it allowed unfettered law enforcement discretion in execution. As a
matter of background not mentioned in the Affidavits, the computer servers that hosted
justinsfriends.com and/or justinsfriends.net also hosted many other business websites that had
absolutely no connection to justinsfriends.com and/or justinsfriends.net.* In other words, dozens of

businesses shared the same server as a result of leasing agreements with either BlackSun or

Hurricane Electric.

® The government’s purported expert did not participate in the actual seizures.

* By way of example, the Hurricane Electric server hosts websites for at least 32
businesses - the vast majority of which have absolutely no connection to Justin Berry’s
endeavors.
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A computer server is much like an apartment complex. The owner of the server (BlackSun
or Hurricane Electric) leases space to its tenants (owners of individual websites). The server space
leased to the user for his/her webhosting needs is segregated and secure from space on the same
computer server that is leased to other users. The lessee is provided with administrative access only
to the section of the server that is leased (essentially creating a unique key unlocking only a specific
leased space) and is not provided access to other tenants’ secure space on the same server.
Following the apartment analogy, this is much like the fact that tenants in an apartment complex are
issued keys to their individual apartments and not a master key fitting doors to all apartments.

The requested permission to search “all content of the justinsfriends.com and/or
justinsfriends.net servers” is ambiguous. Exhibits A & B, Attachment B (emphasis in original).
One of two potential explanations exist for the ambiguity. On one hand, if the request was meant
to limit the search to only the section of the server that hosted the justinsfriends.com and/or
justinsfriends.net websites (i.e., space leased by the owner of those specific sites), then the scope of
the Warrants would square with the probable cause articulated in the Affidavits. However, under
this scenario, the Warrants were unconstitutionally executed as general warrants because the entire
servers were imaged and rummaged through off-site by law enforcement.’

On the other hand, if the request to search was intended to extend to the entire server

° When officers executed the Search Warrants for the servers located at the BlackSun
facility, the executing officers experienced technical difficulties. Although the Affidavit stated
that the search procedure would involve imaging the drives on-site for later off-site review,
executing officers were unable to comply with this procedure. In an apparent effort to remedy
the non-compliance, officers procured generic consent which they used to remove the server
from the BalckSun facility so that the drives could be imaged off-site. The owner of BlackSun,
Paul Kim, was the individual who signed the consent form. See, Exhibit E. It is presently
unknown whether the servers were ever returned to BlackSun.

7
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(ensnaring the spaces of all website owners), then the Warrants were unconstitutionally overbroad
when issued and lacked sufficient probable cause to support the scope embraced by their issuance.
The government will be hard-pressed to deny that the assertion of probable cause related only to the
justinsfriends.com and/or justinsfriends.net websites (and its pay processor, NEOVA.NET). Any
search and seizure beyond that scope simply lacked probable cause and was effectively warrantless.
Likewise, a similar constitutional dilemma arises when reviewing the second request titled,
“items to be seized.” Exhibits A & B, Attachment B. The “items to be seized” request targets
business records, e-mail, [CO communications, log files, account files, and financial data relating
to the usage of (or pertaining to) justinsfriends.com and/or justinsfriends.net. This request seems
less ambiguous in that the materials authorized to be seized must bear a tangible connection to these
two (2) purportedly illicit websites. However, in execution, officers seized materials without an
articulable connection to justinsfriends.com and/or justinsfriends.net. Again, this fact demonstrated
the kind of unfettered law enforcement discretion that was used in executing the Warrants.
Despite the scope of the probable cause and the limitation on items to be seized, law
enforcement seized and searched the entire servers. This conduct was effectively warrantless and
patently unconstitutional.
Argument
The Fourth Amendment guarantees the following protection:
[t]he right of the people to be secure in their persons, houses, papers,
and effects, against unreasonable searches and seizures, shall not be
violated and no warrant shall issue, but upon probable cause,
supported by oath or affirmation, and particularly describing the place

to be searched, and the person or things to be seized.

U.S. Const. amend. IV.
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The Fourth Amendment protects people, not places. What a person
knowingly exposes to the public, even in his own home or office, is
not a subject of Fourth Amendment protection. But what he seeks to
preserve as private, even in an area accessible to the public, may be
constitutionally protected.
Katzv. United States, 389 U.S. 347,351-52 (1967)(emphasis added); see also United States v. Smith,
263 F.3d 571, 581-83 (6™ Cir.2001).

The warrant requirement serves to interpose between the police and an individual’s personal
privacy an orderly procedure involving “a neutral and detached magistrate,” who is responsible for
making an “informed and deliberate determination” on the issue of probable cause.® Johnson v.
United States, 333 U.S. 10, 14, 68 S.Ct. 367, 92 L.Ed. 436 (1948); Aguilar v. Texas, 378 U.S. 108,
110, 84 S.Ct. 1509, 12 L.Ed.2d 723 (1964). The warrant process thus avoids allowing the
determination of probable cause to rest with the “zealous” judgment of the police who are “engaged
in the often competitive enterprise of ferreting out crime.” Johnson, 333 U.S. at 14.

In order for a magistrate to make an informed judgment, “the affidavit presented must contain
adequate supporting facts about the underlying circumstances to show that probable cause exists for
the issuance of the warrant.” United States v. Weaver, 99 F.3d 1372, 1377 (6™ Cir. 1996) (citing
Whiteley v. Warden, 401 U.S. 560, 564,91 S.Ct. 1031, 28 L.Ed.2d 306 (1971); Nathanson v. United
States, 290 U.S. 41, 47, 54 S.Ct. 11, 78 L.Ed. 159 (1933)). Such facts “need not be based on the
direct knowledge and observations of the affiant, but may also come from hearsay information

supplied by an informant.” Weaver, 99 F.3d at 1377 (citing Jones v. United States, 362 U.S. 257,

269-70, 80 S.Ct. 725, 4 L.Ed.2d 697 (1960)). However, “from whatever source, the information

° “The magistrate [must] . . . not serve merely as a rubber stamp for police.” Aguilar,
378 U.S. at 111. To that end, “[d]eference to the [issuing] magistrate . . . is not boundless.”
United States v. Leon, 468 U.S. 897, 914, 104 S.Ct. 3405, 82 L.Ed.2d 677 (1984).

9
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presented must be sufficient to allow the official to independently determine probable cause; ‘his
action cannot be a mere ratification of the bare conclusions of others.”” Weaver, 99 F.3d at 1377
(quoting Illinois v. Gates, 462 U.S. 213, 239, 103 S.Ct. 2317, 76 L.Ed.2d 527 (1983)).

A. Probable Cause:

In the context of computer server searches, Fourth Amendment principles clearly apply.
Because individuals generally retain a reasonable expectation of privacy in the contents of closed
containers, they also retain a reasonable expectation of privacy in data held within electronic storage
devices. See United States v. Ross, 456 U.S. 798, 822-23 (1982); United States v. Barth, 26
F.Supp.2d 929, 936-37 (W.D.Tex. 1998). “Because computers can hold so much information
touching on many different areas of a person’s life, there is greater potential for the ‘intermingling’
of documents and a consequent invasion of privacy when police execute a search for computer
evidence.” United States v. Walser, 275 F.3d 981, 986 (10" Cir. 2001). “There are just too many
secrets on people’s computers, most legal, some embarrassing, and some potentially tragic in their
implications, for loose liberality in allowing search warrants.” United States v. Gourde, 440 F.3d
1065, 1077 (9™ Circ. Mar. 9, 2006)(en banc)(Kleinfeld, dissenting).

In a masterpiece of visionary constitutional scholarship authored in 1928, Justice Brandeis
loosely predicted the evolution of technology and its interplay with the Fourth Amendment:

When the Fourth and Fifth Amendments were adopted, ‘the form that
evil had theretofore taken’ had been necessarily simple. Force and
violence were then the only means known to man by which a
government could directly effect self-incrimination. It could compel
the individual to testify-a compulsion effected, if need be, by torture.
It could secure possession of his papers and other articles incident to
his private life-a seizure effected, if need be, by breaking and entry.

Protection against such invasion of ‘the sanctities of a man’s home
and the privacies of life’ was provided in the Fourth and Fifth

10
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Amendments by specific language. But ‘time works changes, brings
into existence new conditions and purposes.” Subtler and more far-
reaching means of invading privacy have become available to the
government. Discovery and invention have made it possible for the
government, by means far more effective than stretching upon the
rack, to obtain disclosure in court of what is whispered in the closet.

... Ways may some day be developed by which the Government,

without removing papers from secret drawers, can reproduce them in

court, and by which it will be enabled to expose to a jury the most

intimate occurrences of the home. . .. Can it be that the Constitution

affords no protection against such invasions of individual security?
Olmstead v. United States, 277 U.S. 438, 473-74 (1928)(Brandeis, J., dissenting)(internal citations
omitted).

It is well established that the scope of a search may not exceed the scope of the Search
Warrant or the bounds of probable cause asserted in the supporting Affidavit. Marylandv. Garrison,
480 U.S. 79, 84 (1987); Walter v. United States, 447 U.S. 649, 656-57 (1980). The mere fact that
an individual uses a computer along with an expert law enforcement opinion that this type of
offender uses computers to store or communicate incriminating information does not amount to
probable cause. See United States v. Weber, 923 F.2d 1338, 1343-45 (9" Cir. 1991). A user has an
expectation of privacy in the contents of a computer which is why a Search Warrant simply

authorizing the seizure of the computer is not sufficient to justify searching its contents.” See United

States v. Carey, 172 F.3d 1268, 1274 (10™ Cir. 1999)(consent to seize computer did not permit the

7 This is also why the government is required to obtain a second Search Warrant if it

seeks to go beyond the scope of the first authorization. Carey, supra; United States v. Scott, 83
F.Supp.2d 187 (D.Mass.2000)(ratifying propriety of obtaining a second warrant in a counterfeit
securities investigation when scope of original warrant did not authorize search desired in
subsequent warrant); Wisconsin v. Schrooeder, 613 N.W.2d 911 (Wis.App.2000)(affirming law
enforcement’s decision to stop searching and seek a second warrant when the scope of the search
exceeded original authorization).

11
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officer to open files contained in the computer); United States v. Kow, 58 F.3d 423, 427 (9"
Cir.1995)(warrant for computers and diskettes with no probable cause limitation on files that could
be seized was a general warrant); United States v. O’Razvi, No. 97 Cr. 1250 (DLC), 1998 WL
405048, *6 (S.D.N.Y. July 17, 1998)(warrant was required to search content of computer disks
seized during a search of a briefcase incident to arrest).

Rather, the Search Warrant and the search itself must “focus/ ] on the content of the record”
for which there is probable cause. Searching and Seizing Computers 1994, Part IV(H)(emphasis in
original). A warrant authorizing the search for the contents of justinsfriends.com, justinsfriends.net
and NEOVA.NET does not authorize the government to search the entire content of the computer
servers any more than a warrant authorizing a search of a house for a murder weapon would permit
the police to cart off the entire contents of the house or search neighboring homes. See United States
v. Upham, 168 F.3d 532, 535-36 & n.1 (1* Cir.1999); Kreman v. United States, 353 U.S. 346
(1957)(“The seizure of the entire contents of the house and its removal some 200 miles away to the
FBI offices for the purposes of examination are beyond the sanction of any of our cases.”).

In this instance, each computer server seized and subsequently searched contained the
websites, data and communications of dozens of other businesses (in addition to justinsfriends.com,
justinsfriends.net and NEOVA.NET). Each website (although individually owned) leased a section
of hard drive from the Service Provider (BlackSun or Hurricane Electric), and each lessee was
provided a unique administrative login to his/her respective portion of the server (as a renter would
be issued a key to his/her individual apartment). Each administrator of each website on these servers
had exclusive rights to his/her data. Despite the clear segregation of websites on the servers, law

enforcement did not limit its search to materials within justinsfriends.com, justinsfriends.net and

12
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NEOVA.NET. Rather, law enforcement searched the entire servers, resulting in evidence now being
used in the above-styled prosecution.

The Affidavits never mentioned Defendant Richards or any of the websites purportedly
maintained by him. Rather, as detailed above, the Affidavits focused entirely on the illicit activities
of Justin Berry, Gregory Mitchel and Aaron Brown in connection with the websites:
justinsfriends.com, justinsfriends.net, and NEOVA.NET. There was simply no probable cause to
search beyond those websites. Therefore, the expansive (and possibly repeated) searches of the
entire BlackSun and Hurricane Electric servers was flagrantly unconstitutional.

B. Scope of Warrants, General Warrants & Overbreadth:

A general warrant is a warrant that authorizes “a general exploratory rummaging in a person’s
belongings.” Coolidge v. New Hampshire, 403 U.S. 443,467,91 S.Ct. 2022, 2038, 29 L.Ed.2d 564
(1971). The Fourth Amendment seeks to prevent general warrants by requiring all warrants to
contain a “particular description” of the things to be seized. The particularity requirement “makes
general searches . . . impossible and prevents the seizure of one thing under a warrant describing
another. As to what is to be taken, nothing is left to the discretion of the officer executing the
warrant.” Marron v. United States, 275 U.S. 192, 196, 48 S.Ct. 74, 76, 72 L.Ed. 231 (1927). For
example, the Fourth Amendment condemns as general warrants those warrants that authorize
searches for and seizures of: “smuggled goods,” Boyd v. United States, 116 U.S. 616, 624, 6 S.Ct.
524,29 L.Ed. 746 (1886); “obscene materials,” Marcus v. Search Warrant, 367 U.S. 717, 81 S.Ct.
1708,6 L.Ed.2d 1127 (1961); “books, records, pamphlets, cards, receipts, lists, memoranda, pictures,
recordings and other written instruments concerning the Communist Party of Texas,” Stanford v.

Texas, 379 U.S. 476, 85 S.Ct. 506, 13 L.Ed.2d 231 (1965); “illegally obtained films,” United States
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v. Cook, 657 F.2d 730 (5" Cir.1981); and “stolen property,” United States v. Giresi, 642 F.2d 444
(3™ Cir.1981); United States v. Burch, 577 F.2d 729 (3" Cir.1978). “General warrants, by failing
to describe particularly the things to be seized, create a danger of unlimited discretion in the
executing officer’s determination of what is subject to seizure and a danger that items will be seized
when the warrant refers to other items.” United States v. Savoca, 761 F.2d 292, 298-99 (6" Cir.),
cert. denied, 106 S.Ct. 153 (1985). In a recent Sixth Circuit condemnation of overbroad warrants,
the Court wrote that “[t]he authorization to search for evidence irrelevant to th[e] time frame
[substantiated by probable cause] could well be described as ‘rummaging.’” United States v. Abboud,
438 F.3d 554 (6™ Cir.2006).

In the case sub judice and as articulated above, the scope of the Search Warrants is confusing.
At most, the probable cause permitted a search of three (3) websites. However, at times, the
Affidavits seem to suggest a search of the entire servers. If the Warrants truly authorized the search
of the entire BlackSun and Hurricane Electric servers, then they can fairly be characterized as general
warrants - improperly vesting the executing officers with unbridled discretion to conduct an
exploratory rummaging through the servers without regard to the scope of the probable cause.
Because the Search Warrants were executed as general warrants, the fruits of the searches must be
suppressed. Coolidge, 403 U.S. at 467, 91 S.Ct. at 2038.

In the alternative, should the Court determine that these were not general warrants, the Court
must then examine the scope of the searches and seizures authorized by the Search Warrants against
the ambit of probable cause established by the Affidavits upon which the Warrants issued. See,
Andresenv. Maryland, 427 U.S. 463, 470-77,96 S.Ct. 2737, 2743-46, 49 L.Ed.2d 627 (1976). The

Fourth Amendment dictates that a magistrate may not issue a warrant authorizing a search and
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seizure which exceeds the ambit of the probable cause showing made to him. “(A)n otherwise
unobjectionable description of the objects to be seized is defective if it is broader than can be
justified by the probable cause upon which the warrant is based.” 2 W. LaFave, Search and Seizure:
A Treatise on the Fourth Amendment, § 4.6, at 97 (1978); See, Lo-Ji Sales, Inc. v. New York, 442
U.S. 319,99 S.Ct. 2319, 60 L.Ed.2d 920 (1979); United States v. Roche, 614 F.2d 6,7 (1* Cir.1980);
Montilla Records of Puerto Rico, Inc. v. Morales, 575 F.2d 324, 327-28 (1* Cir.1978) (Campbell,
J., concurring); VonderAhe v. Howland, 508 F.2d 364, 368-70 (9" Cir.1974). If the Court finds that
the Warrants were not general, it should nonetheless reach the same result by invalidating the
Warrants in their entirety for overbreadth. If the Court measures the sum of the evidence authorized
to be seized against the probable cause established by SA Winkis’ Affidavits, the Court will find that
the sum of the evidence authorized to be seized exceeded the underlying probable cause justification.
The Fourth Amendment requires warrants to “particularly describ[e] the . . . things to be

seized,” but the degree of specificity depends on the crime alleged and the items sought. The
Supreme Court has made clear that,

. . . [t]he manifest purpose of this particularity requirement was to

prevent general searches. By limiting the authorization to search to

the specific areas and things for which there is probable cause to

search, the requirement ensures that the search will be carefully

tailored to its justifications, and will not take on the character of the

wide-ranging exploratory searches the Framers intended to prohibit.
Marylandv. Garrison,480U.S.79, 84,107 S.Ct. 1013, 1016 (1987)(emphasis added); see generally
Groh v. Ramirez, 540 U.S. 551, 558-62 (2004).

A general description will suffice when a more specific description is unavailable. See,

United States v. Blakeney, 942 F.2d 1001, 1026-27 (6" Cir.), cert. denied, 502 U.S. 1008, 112 S.Ct.
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646, 116 L.Ed.2d 663, and cert. denied, 502 U.S. 1035, 112 S.Ct. 881, 116 L.Ed.2d 785 (1991); see
also, United States v. Henson, 848 F.2d 1374, 1383 (6™ Cir.1988), cert. denied, 488 U.S. 1005, 109
S.Ct. 784, 102 L.Ed.2d 776 (1989); United States v. Cook, 657 F.2d 730, 733 (5™ Cir.1981).
However, a warrant is overbroad if it lacks reasonable limits. See, United States v. Cardwell, 680
F.2d 75, 78-79 (9" Cir.1982).

The proper remedy for overbreadth is to sever the infirm portion of the warrant from the valid
remainder. See, Blakeney, 942 F.2d at 1027; Worthington v. United States, 726 F.2d 1089, 1092 (6™
Cir.), cert. denied, 469 U.S. 827, 105 S.Ct. 109, 83 L.Ed.2d 53 (1984). On the other hand, “[i]f no
portion of the warrant is sufficiently particularized to pass constitutional muster, then total
suppression is required.” Cardwell, 680 F.2d at 78.

In sum, if the Court finds that these were not impermissible general warrants, it should
nonetheless suppress the fruits of the entire searches for overbreadth. Officers executed these Search
Warrants as if they were authorized to seize the entire servers. Officers then rummaged through the
entire contents of the servers without heeding the scope of probable cause. The search conducted
in this case was tantamount to searching each apartment within an entire apartment complex because
of the suspected illegality in a single apartment. As such, the Fourth Amendment requires total
suppression.

C. Particularity & Search Protocols:

In the case of In re Search of: 3817 W. West End, the Court required the investigating officers
to use a search protocol to ensure that the search did not exceed constitutional bounds. 321
F.Supp.2d 953 (N.D.I11.2004). The district court noted:

The degree of particularity that is required in any given
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situation may not be determined by resorting to some simple
formulaic approach, but instead ‘“varies depending on the
circumstances of the case and the types of items involved.” United
States v. Spilotro, 800 F.2d 959, 963 (9™ Cir.1986). A number of
courts addressing the issue have found that the search and seizure of
a computer requires careful scrutiny of the particularity requirement.
See United States v. Carey, 172 F.3d 1268, 1275 n. 7 (10" Cir.1999)
(“the storage capacity of computers requires a special approach” in
assessing the particularity requirement); United States v. Barbuto, No.
2:00CR197K, 2001 WL 670930, *4 (D.Utah Apr.12,2001)(“searches
on computers are unique because of their abundant storage capacity
and the likelihood of discovering ‘intermingled documents'---”);
United States v. Hunter, 13 F.Supp.2d 574, 583-84 (D.Vt.1998)
(“Computer searches present the same problem as document
searches-the intermingling of relevant and irrelevant material-but to
a heightened degree,” which requires that each computer search be
“independently evaluated for lack of particularity”).

Id, 321 F.Supp.2d at 958. Therefore, the district court found that “search[es] and seizure[s] of
computers merits a close look at the particularity requirement.” Id.
The district court went on to write:

... while computers present the possibility of confronting far greater
volumes of documents than are typically presented in a paper
document search, computers also present the tools to refine searches
in ways that cannot be done with hard copy files. When confronting
a file cabinet full of papers, there may be no way to determine what
to seize without doing some level of review of everything in the
cabinet, as “few people keep documents of their criminal transactions
in a folder marked ‘[crime] records.” ” Hunter, 13 F.Supp.2d at 582
(quoting United States v. Riley, 906 F.2d 841, 845 (2™ Cir.1990)).
Thus, in that setting, it may be inevitable that innocuous records must
be examined to determine whether they fall into the category of those
papers covered by the search warrant. Andresen v. Maryland, 4277
U.S. 463,482 n. 11,96 S.Ct. 2737, 49 L.Ed.2d 627 (1976).

By contrast, computer technology affords a variety of methods
by which the government may tailor a search to target on the
documents which evidence the alleged criminal activity. These
methods include limiting the search by date range; doing key word
searches; limiting the search to text files or graphics files; and
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focusing on certain software programs. See Carey, 172 F.3d at 1276.
Of course, these are not the exclusive means of focusing a computer
search, and they are not the means that might be appropriate in every
case. But, the existence of these tools demonstrates the ability of the
government to be more targeted in its review of computer information
than it can be when reviewing hard copy documents in a file cabinet.

Id at 959. Because of the government’s failure to produce a CART report or other forensic report
demonstrating search protocols employed in this case, there is no way to determine whether
protective measures were taken to prevent an unparticularized search. However, what is clear from
the four (4) corners of the Affidavits is the fact that no search protocol was proposed to the issuing
magistrate. Therefore, the Search Warrants fail to meet the constitutional particularity requirement,
and the Search Warrants are unconstitutional for this additional reason.

D. Authority to Issue Search Warrants:

Both Search Warrants in this case were authorized by Magistrate Judge Michael F. Urbanski
of the United States District Court for the Western District of Virginia. See, Exhibits A & B. The
BlackSun Search Warrant was executed in the Central District of California. See, Exhibit A. The
Hurricane Electric Search Warrant was executed in the Northern District of California. See, Exhibit
B.

Rule 41 of the Federal Rules of Criminal Procedure provides, in pertinent part, as follows:

(b) Authority to Issue a Warrant. At the request of a federal law
enforcement officer or an attorney for the government:

(1) a magistrate judge with authority in the district--or if none is
reasonably available, a judge of a state court of record in the district--
has authority to issue a warrant to search for and seize a person or
property located within the district;

(2) a magistrate judge with authority in the district has authority to
issue a warrant for a person or property outside the district if the
person or property is located within the district when the warrant is

issued but might move or be moved outside the district before the
warrant is executed; and
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(3) a magistrate judge--in an investigation of domestic terrorism or
international terrorism (as defined in 18 U.S.C. § 2331)--having
authority in any district in which activities related to the terrorism
may have occurred, may issue a warrant for a person or property
within or outside that district.
Fed.R.Cr.P. 41(b). This was a Search Warrant issued in one district with anticipated execution in
another district. There was no suggestion that the servers were located within the Western District
of Virginia when issued, and this was not a terrorism investigation. Therefore, no legal authority to
issue the Search Warrant existed under the Federal Rules of Criminal Procedure.
The Affidavits cited legal authority for issuance is embedded within the USA PATRIOT Act.
However, the statutory authority relied upon in the Affidavits primarily relates to notice
requirements. See 18 U.S.C. §2703. The government relies upon 18 U.S.C. §2703 for its
authorization to search electronic storage devices. The Affidavits acknowledge the portions of the
statute posing the limitation that the intrusion be
... only pursuant to a warrant issued using the procedures described
in the Federal Rules of Criminal Procedure by a court with
jurisdiction over the offense under investigation or equivalent State
warrant.

See, Exhibit A, ] 49-52; Exhibit B, | 51-52.

The parameters of the statute cited in the Affidavits makes clear that the Federal Rules of
Criminal Procedure should bear great weight when considering the jurisdictional issue for issuance
of these Warrants. Because 18 U.S.C. §2703 defers to the Federal Rules of Criminal Procedure and

since these Warrants do not comport with Rule 41(b), the Search Warrants are void for lack of

jurisdiction.
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E. Timeliness of the Search:

Defendant Richards is unable to decipher from the discovery produced to date whether the
searches of the computer data seized pursuant to these Search Warrants were timely. The face of the
Warrants required the search to be completed “on or before September 23, 2005.” Exhibits A &
B. Itis clear from the status of discovery in this case that the government is still searching the server
hard drives - some eight (8) months after the seizure of the evidence. Defendant Richards has yet
to see a forensic report of analysis conducted by law enforcement agencies relating to the BlackSun
and/or Hurricane Electric computer servers.® Assuming arguendo that the government did not
complete its search and review of these servers in a timely fashion, then the remedy should be
suppression of the evidence. United States v. Brunnette, 76 F.Supp.2d 30 (D.Me 1999). Surely, an
eight (8) month rummaging for evidence would be considered untimely.

F. Fruit of the Poisonous Tree Doctrine:

Finally and perhaps most importantly, the illegal searches of the BlackSun and Hurricane
Electric servers yielded fruits which became the essence of the charges against Defendant Richards.
The fruits of these illegal server searches guided investigators to witnesses, who provided
information against Defendant Richards, which, in turn, formed the basis of probable cause for the
subsequent issuance of Search Warrants for Defendant Richards’ two (2) residences. See, Exhibits
C & D. The general remedy for a Fourth Amendment violation is that evidence obtained during the

unconstitutional search or seizure is inadmissible. United States v. Dice, 200 F.3d. 978 (6" Cir.

® The government recently advised the Court that it would be providing this report to
counsel upon receipt from the CART examiner, projected to be on May 19, 2006. (Docket Entry
75, Government’s Response to Motion to Revoke or Amend Detention Order, p.6). As of the
time of this filing, the government has not provided undersigned counsel with such report.
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2000); United States v. Bowling, 900 F.2d 926, 932 (6" Cir. 1990). Of course, this is the heart of
the exclusionary rule originally articulated by the Supreme Court in Weeks v. United States,232 U.S.
383 (1913). The scope of evidence to be excluded sweeps broadly, including both “[e]vidence
obtained as a direct result of an unconstitutional search or seizure,” as well as evidence that is
considered the “‘fruit’ of a prior illegality” that was “come at by explanation of [the initial]
illegality.” Segura v. United States, 468 U.S. 796, 804, 104 S.Ct. 3380, 82 L.Ed. 599 (1984); see
also, New York v. Harris, 495 U.S. 14, 19, 110 S.Ct. 1640, 109 L.Ed.2d 13 (1990)(“[T]he indirect
fruits of an illegal search or arrest should be suppressed when they bear a sufficiently close
relationship to the underlying illegality.”); Murray v. United States, 487 U.S. 533, 536-37, 108 S.Ct.
2529, 101 L.Ed.2d 472 (1988)(stating that the exclusionary rule prohibits evidence “that is the
product of the primary evidence, or that is otherwise acquired as an indirect result of the unlawful
search, up to the point at which the connection with the unlawful search becomes so attenuated as
to dissipate the taint.”).

When information in a supporting affidavit was acquired during an illegal search, the
question becomes whether the warrant would have issued based upon the untainted information in
the affidavit. LaFave, Search and Seizure § 11.4(f) (3d ed.1996)(citing United States v. Reed, 15
F.3d 928 (9" Cir. 1994); Laaman v. United States , 937 F.2d 107 (2d Cir.1992); United States v.
Gillenwaters, 890 F.2d 679 (4" Cir. 1989); United States v. Veillette, 778 F.2d 899 (1% Cir. 1985)).
The answer in this case is an emphatic “no.” If the Court excises the information gathered through
the illegal, overbroad, unparticularized, general searches of the servers and the fruits of the
investigatory leads resulting from that ill-gotten information (including the interviews of witnesses

discovered through that illegal process), the residential Search Warrant Affidavits are bare.  See,
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Exhibits C & D. For these reasons, the searches of Defendant Richards residences must also be
suppressed.
Conclusion
Based on the foregoing, Defendant Richards respectfully requests that his Motion to Suppress

the Fruits of the Seizures and Subsequent Searches of Computer Servers be granted.

Respectfully submitted,

HODDE & ASSOCIATES
40 Music Square East
Nashville, TN 37203

(615) 242-4200

BY:__s/Kimberly S. Hodde
KIMBERLY S. HODDE
Attorney for Defendant Richards

TUNE, ENTREKIN & WHITE, P.C.
21st Floor, AmSouth Center

Nashville, Tennessee 37238

(615) 244-2770

BY:__ s/ Peter J. Strianse (by permission)
PETER J. STRIANSE
Attorney for Defendant Richards
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CERTIFICATE OF SERVICE

I hereby certify that a true and correct copy of the foregoing has been sent via the Court’s
electronic filing system, or, if not registered, sent via U.S. Mail, postage prepaid, to:

S. Carran Daughtrey

Assistant United States Attorney
110 Ninth Avenue South

Suite A961

Nashville, TN 37203

this 19" day of May, 2006.

s/ Kimberly S. Hodde
KIMBERLY S. HODDE
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